Data Models

@ A data model is a well understood and agreed upon method to describe

something.
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YANG Yet Another Next Generation

@ YANG (IETF, 2010) is a data modelling language which provides a

standardized way to represent the operational and configuration data of
a network device.

@ [t can be used both internally and when packaged for transmission.
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Network Management Transport

@ The configuration and operational status of a network device’s
components and services can be remotely read or written to.

@ NETCONF, RESTCONF and gRPC are APIs which describe the protocols and
methods for transport of network management data.
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The Model Driven Programmability Stack
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NETCONF Communications
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NETCONF and YANG Yet Another Next Generation

@ NETCONF was designed as a replacement for SNMP

@ NETCONF and YANG provide a standardized way to programmatically
inspect and modify the configuration of a network device.

@ YANG (IETF, 2010) is a data modelling language which provides a
standardized way to represent the operational and configuration data of

a hetwork device.

@ NETCONEF (IETF, 2006) is the protocol that remotely reads or applies
changes to the data on the device.

@ XML encoding is used.
@ The transport is over SSH or TLS.
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NETCONF Protocol Stack

@ Content — the data to be inspected or changed.

@ Operations — e.g. <get-config>, <edit-config>. Initiated via RPC methods
using XML encoding.

@ Messages — RPC Remote Procedure Calls (RPC allows one system to
request another system to execute code).

@ Transport — between client and server. Supports SSH or TLS.
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NETCONF Protocol Stack
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RESTCONF

€

RESTCONF (standardized in 2017) builds on NETCONF

It is an IETF draft that describes how to map a YANG specification to a
RESTful interface

Uses HTTP verbs over a REST API

RESTCONF is not intended to replace NETCONF, but is simpler to use
XML or JSON encoding is used.

The transport is HTTP(S).
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RESTCONF Protocol Stack
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gRPC

@ Google RPCis an open source remote procedure call system initially
developed at Google in 2015.

@ [t is well suited to collecting telemetry statistics.
@ GPB Google Protocol Buffers encoding is used.
@ The transport is HTTP/2.
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Postman

@ Postman is a very popular tool to test the operation of REST APIs

@ [t can be downloaded as a standalone application or run as a Chrome
plug-in

@ Collections and environment variables allow you to easily reuse requests

Requests can be exported as code in multiple programming languages

@ (cURL in Linux or the requests module in Python can also be used to test
APIs)
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