
27-1 Port Security Configuration Answer Key 
  
In this lab you will configure Port Security on a small campus network.  
 
 

Disable Unused Ports 
 

 
1) Disable all unused ports on SW1. This prevents unauthorised hosts 

plugging in to them to gain access to the network. 
 

‘show ip interface brief’ shows ports FastEthernet 0/1 – 24 and 
GigabitEthernet0/1 – 2. Interfaces FastEthernet 0/1 and 0/2 are in use. 
 
SW1#sh ip int brief 
Interface IP-Address OK? Method Status Protocol  
FastEthernet0/1 unassigned YES manual up up  
! truncated 
FastEthernet0/24 unassigned YES manual down down  
GigabitEthernet0/1 unassigned YES manual down down  
GigabitEthernet0/2 unassigned YES manual down down  
Vlan1 unassigned YES manual administratively down down 
 
Interfaces FastEthernet 0/1 and 0/2 are in use. 
 
SW1(config)#interface range f0/3 - 24 
SW1(config-if-range)#shutdown 
 
SW1(config-if-range)#interface range g0/1 - 2 
SW1(config-if-range)#shutdown 
 
 

 
 
 
 
 
 
 
 
 
 



Port Security Configuration 
 

 
2) Configure port security on interface FastEthernet 0/1. Allow a maximum of 

two MAC addresses and manually add PC1’s MAC address to the 
configuration. 

 
We need to discover PC1’s MAC address. We can get this information from the 
PC itself or from the switch. Use ‘ipconfig /all’ to find it on the PC. 
 

 
 

Use ‘show mac address-table’ to find it on the switch. Use ping to generate some 
traffic from the PC if it does not show up in the MAC address table. 
 

 
 



  
 
 
You need to make the interface an access port before the switch will accept Port 
Security configuration. No VLANs are configured on the switch or specified in the 
lab task so leave it in the default VLAN 1. 
 
SW1(config)#int f0/1 
SW1(config-if)#switch mode access 
 
Add the Port Security configuration. 
 
SW1(config-if)#switchport port-security 
SW1(config-if)#switchport port-security maximum 2 
SW1(config-if)#switchport port-security mac-address 
0000.1111.1111 

 
3) Enable Port Security on interface FastEthernet 0/2 with the default 

settings. 
 
SW1(config)#int f0/2 
SW1(config-if)#switch mode access 
SW1(config-if)#switchport port-security 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



4) Use a ‘show port-security’ command to verify the MAC address on PC2. 
 
You may have to ping from PC2 first to generate some traffic. 
 

  
 
 

 
 
 
PC2’s MAC address is 0000.2222.2222 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



5) Verify the full Port Security configuration on both interfaces. 
 
SW1#show port-security int f0/1 
Port Security : Enabled 
Port Status : Secure-up 
Violation Mode : Shutdown 
Aging Time : 0 mins 
Aging Type : Absolute 
SecureStatic Address Aging : Disabled 
Maximum MAC Addresses : 2 
Total MAC Addresses : 1 
Configured MAC Addresses : 1 
Sticky MAC Addresses : 0 
Last Source Address:Vlan : 0000.1111.1111:1 
Security Violation Count : 0 
 
SW1#show port-security int f0/2 
Port Security : Enabled 
Port Status : Secure-up 
Violation Mode : Shutdown 
Aging Time : 0 mins 
Aging Type : Absolute 
SecureStatic Address Aging : Disabled 
Maximum MAC Addresses : 1 
Total MAC Addresses : 1 
Configured MAC Addresses : 0 
Sticky MAC Addresses : 0 
Last Source Address:Vlan : 0000.2222.2222:1 
Security Violation Count : 0 
 


